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Abstract. Trust between cloud service providers is an important characteristic that
helps the provider to make a decision on whom to interact with. However, achieving
trust has been a major challenge that hinders cloud federation adoption. Numerous
researchers observed trust from the provider's side, but one’s trust can also be
affected by the environment (e.g., culture, availability of legal framework) and also
by policies or strategies monitored by a state. Moreover, the cloud federation model
allows various participants from different countries to join and work together
including resource sharing, data transferring, and knowledge sharing. Data transport
is a sensitive issue and needs a legal framework when data is transferred from one
country to another. However, the data protection concern is not met equally in all
countries, and it impacts the trust between participants. Therefore, this paper
addresses trust with data protection challenges and proposes a trust evaluation
mechanism for cloud federation formation in the partner selection stage. The
proposed trust evaluation model utilizes neighbors' feedback and institutional trust,
to evaluate cloud service provider trust and data protection parameters. The
evaluation of the model is conducted by using an agent-based approach and the
Netlogo simulation tool. The results show that the proposed model generates more
profit than a CSP trust model without institutional trust.
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Cloud federation formation, Cloud coalition formation, Agent-based modeling,
Agent-based simulation, Cooperative formation, Institutional quality, Regulatory
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1 Introduction

Cloud computing brings a large number of services to customers with low infrastructure
costs. Customers access these services, work online, and store their data in the cloud.
Data is stored in the cloud without the customers knowing where the data is located and
relocated, who is accessing the data, or from where the data is accessed [1]. As a
consequence, data privacy, protection, and confidentiality have become the major issue in
cloud computing. Especially in the data economy era, data is the future economic power
to the government and enterprises. Consequently, the government and cloud service
providers (CSP) need to assure that the client's data is protected and safe [2], [3]. The
data safety issue is even more challenging when it comes to cloud federation (CF), which
allows CSP to rent the resources from another provider when the demand exceeds the
supply, and to rent out whenever other providers need to share their loads[4], [5]. During
this process, the customer data can be located or relocated to different countries with an
agreement between the CSPs but without a cloud customer's consent. It affects the trust
between the CSP and cloud customers [3].
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Figure 1: Logical representation of CSPs integration

Trust establishment and evaluation across CSPs have been defined as a prerequisite and
critical requirement for participation in a CF, to utilize computing resources effectively
[5], [6]. Trust in cloud federation refers to the home cloud perception regarding the
foreign cloud behaviors, which influences the decision of the home cloud to choose the
foreign cloud and establish a CF [4], [7], [8]. It is a factor that has long been seen as a
measure of evaluation, which serves as a foundation for decision-making regarding the
extent to which the entity would behave as predicted. This measure of assessment needs
some input to be calculated. In this research, those inputs are called factors
(determinants) and are explored. Apart from these determinants, trust has been an issue in
cloud federation[5], [9], and it can be seen in three dimensions: trust between consumer
and CSP, between a CSP and other CSPs, and between a CSP and a CF. This study
focuses on the data protection trust evaluation during the partner selection process for
establishing a CF. According to previous research, the CSP's trust and data protection
during the partner selection process can be evaluated from the CSP data policy alliance in
alignment with the government data protection policy and strategy for the country, in
which the data is physically located [4],[5].

Apart from trust, data privacy is another important factor to be considered in a cloud
federation. Since various cloud providers own data centers located in different
geographical locations, it allows the provider to offer services to their target audience in a
particular region. Therefore, data location and relocation in CFs is the main concern,
especially for a country that has restricted geographical location preferences. The
international trade studies [10] and the strategic alliance domain studies [11] justify that
partners’ trust and country institutional quality (IQ) are mutually inclusive. The favorable
impact of trust on commerce is conditional on IQ. Similarly, establishing a CF should
favor the partner CSP’s trustworthiness and the country's data protection capability. In
existing cloud federation formation (CFF) strategies [4] [7]-[15], various types of trust
sources, including SLA [21], [22], reputation [18], [21], [23] recommendation [20],
feedback from users [11], [13], and peer providers [18], are utilized as a trusted source to
measure the CSP’s trustworthiness. However, the I1Q, regulatory quality, and data
protection strategies haven’t been well-explored to be used as one of the CSP trust
sources.

In General, considering trust evaluation and data confidentiality during the partner
selection process is a significant stage in establishing reliable CF. Nonetheless, it is also
the least-explored research area and this study aimed to fill this gap by providing a trust
evaluation model considering data protection.


https://www.zotero.org/google-docs/?wFR2W1
https://www.zotero.org/google-docs/?i23fIK
https://www.zotero.org/google-docs/?MuZ9I5
https://www.zotero.org/google-docs/?broken=gtsa8d
https://www.zotero.org/google-docs/?UQJbcF
https://www.zotero.org/google-docs/?EdKIwk
https://www.zotero.org/google-docs/?RZauak
https://www.zotero.org/google-docs/?Gj0W4R
https://www.zotero.org/google-docs/?xQoEwJ
https://www.zotero.org/google-docs/?Cmt3zE
https://www.zotero.org/google-docs/?WIM4Cv
https://www.zotero.org/google-docs/?broken=PrT8Ol

In section 2, related reviews are presented regarding the trust evaluation models in CF
and show the previous research gap. Section 3 discussed the proposed trust evaluation
model for data protection during the cloud federation formation. Section 4 presents the
agent-based scenarios and simulation. Section 5 discussed the result of the simulation
followed by a discussion and conclusion in section 6.

2 Literature Review

Trust evaluation has been explored through various studies and proposed different types
of solutions to address trust in CFs through various dimensions. Trust is achieved through
a process and is updated continuously in different stages. Moreover, the trust evaluation
output of one stage will be the input for the next stage, and it continues in a round way
that does not stop at a certain stage. Similarly, trust can be established in CFs through
various CF stages, from partner selection until the end of the CF lifecycle. Through the
procedure, determinants are used as input to the trust evaluation model to measure the
trust level. A significant determinant used to evaluate the CSP trust level during the
partner selection phase was explored in extensive studies. Muhammad et al. [12] have
proposed a trust evaluation model that helps cloud service consumers to identify and
select trustworthy CSPs. In the proposed evaluation model, CSP data from regulatory
bodies, about CSP performance, and feedback from users were used as a trusted source,
to identify the trusted CSPs. Ghafoorian et al. [24] proposed a direct and indirect trust
evaluation model. The authors have addressed the reputation-based role-based access
control and the accuracy requirements for the indirect trust model for storing the data
storage cloud settings safely. Similarly, several determinants are used in research to be
able to measure the CSP's trustworthiness. The prior widely used trust determinant is the
previous experience [14], [17], [25]. The previous interactions incorporate the number of
SLA violations [14], previous successful transactions [25], or the probability prediction
of mistrust cost for different SLA parameters proposed by a CSP [17]. They are used as
trust metrics for determining whether to cooperate again or interact with a new partner.
Moreover, Naseer et al. [12] present a trust model that utilizes various parameters
including downtime, uptime, SLA parameters, security measures, and data from
regulatory bodies. The one-year transaction data accumulates in the regulatory bodies and
this data is utilized to see the history of the CSP's success.

Furthermore, recommendations [12], [13], reputations [12], [14], or feedback [14]-[16]
have been utilized in different studies as a determinant to evaluate trust with/without
previous interaction parameters. Dhole et al. [12] present that previous interactions of
CSP and recommendations are utilized to be able to learn about the CSP and to
recommend it to another participant that does not have previous interactions. Moreover,
Ahmed et al. [26] present the recommendation and feedback-based trust evaluation to
establish CFs. It deals with excluding false feedback and recommendations by taking
previous successful transactional history into consideration. Lastly, few studies use
determinants like a recommendation, feedback, and reputation in addition to successful
interactions. As an example, Mashayekhy et al. [14] propose a cloud federation formation
mechanism utilizing previous interaction information, if it exists, or reputation, if the
interaction history does not exist.

Overall, the literature review depicts that different determinants have been used as input
to the trust evaluation model. It is clear that all these determinants address different
dimensions to evaluate trust. However, the literature analysis also shows that trust
regarding data protection is the least explored research area. Especially, the institution's
trust level, along with the CSP trust, has not been examined, detailing where the data is
physically located, the availability of data protection policy, and the government’s
effectiveness. Therefore, this paper aimed to fill the gap in trust in data protection by
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considering the governance indicators as an additional parameter along with feedback and
reputation-based CSP trust.

3 Proposed Trust Evaluation Model

CF can be established within a country or across countries, considering different
parameters [27], [28]. Among these parameters, trust is one of the main parameters to be
evaluated. This study is focused on cross-bordered CF formation and proposes a trust
evaluation model for selecting trusted partners during the CF establishment process. The
overall trust (Global Trust) represents the institutional trust regarding data protection and
the CSP trust. Therefore, this study divides the global trust into two: CSP Trust and
Institutional Trust. The CSP trust is an expectation about the candidate CSP that will
react as expected. Institutional trust is the expectation about the country's rule of law, the
readiness with regard to regulatory quality, data protection, related policy availability,
and government effectiveness.

3.1  Model Description

Global Trust: As the effect of CSP trust in the presence of institutional trust wrt data
protection is the main objective of this study, global trust is calculated as the mean of the
CSP trust and institutional trust (equation 1)., and it is utilized during the partner
selection of CFF.

Global Trusti = mean (CSPTrusti + InstitutionalTrusticountry

) (1

Using this model, the trust of each provider i is calculated. The results are used for
selecting trusted CSPs and establishing CF.

CSP Trust. The trust of a CSP is built on the satisfaction of peer CSPs that have
experience with the focal CSP. Depending on the level of satisfaction, the peer CSPs
express their opinion about the focal CSP i. The feedback from each peer CSP j is given
by a value between 1 and 5. A value of 1 indicates the lowest feedback value, showing
the peer CSP's dissatisfaction with the previous interaction with the focal CSP. A value of
5 indicates that the peer CSP is fully satisfied with the performance of the focal CSP.

feedbackGiver‘
> F eedbacki

— =1
AvgFeedback, = féedbackGiveri @

The average feedback value, which is in the range between 1 and 5, is normalized as
shown in equation 5, defining and measuring the CSP trust. Therefore, the CSP trust is in
the range between 0 and 1. A value of 0 means that the CSP is not trusted, while a value
of 1 represents that the CSP is trusted according to the recommendations given by the
peer CSPs.

MaxAngeedbacki =5 * feedbackGiveri 3)

MinAngeedbacki = feedbackGiveri @)
AvgFeedbacki—MinAngeedbacki

CSPTTuSti = MaxAngeedbacki—MinAngeedbacki (5)
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where MinAvgF eedbacki is the minimal feedback value, and MaxAvgF eedbacki is

the maximum feedback value in the survey.

Institutional Trust: Institutional trust is the other dimension addressed by the proposed
model. It includes the country's rule of law, readiness with regard to regulatory quality,
data protection policy availability, and government effectiveness. Institutional trust is
measured through various parameters, but, for the sake of simplicity, we utilize the main
3 of them: namely data protection policy availability (PA) [29], policy quality (QA) [30],
and cybersecurity in the country (CI) [31]. The variable PA measures the availability of
data protection policy hence if the policy is available, the PA value will be 1 but if not the
PA value will be 0. The QA is the quality of the available data protection policy and it is
a subjective measure of the requester CSP depending on its policy preference. The last CI
variable represents the national cybersecurity index with a value between 0 and 1.
Depending on the weights given, the institutional trust of the trustee is calculated as
shown in equation 6.

Country

InstitutionalTrusti = alPA + ocZQA + O(3CI where o +a, +a =1 (6)

3.2 Cloud Federation Formation

Evaluating the proposed trust model is performed by utilizing the following CFF
algorithm. In the algorithm, the requester CSP refers to the CSP who initiates the
interaction to establish CF and the peer CSPs refer to the requested CSP to join the CF.
The process of establishing CF consists of 12 main steps.

Create CSP (PA, QA CI, Trust, . Profit,""")

Calculate the initial trust of all CSP = Institutional trust

Requester CSP = choose random CSP
Requester CSP define o , a, a

3
Requester CSP searches for peer CSPs
Is the peer CSPs global trust >= Trust

AN S

threshold
a. IfYes gotostep3
b. IfNo go to steps 7
7. Is requester CSP has a link with peer CSPs
a. IfYesgotostep3
b. IfNo go to steps 8
Requester CSP = get feedback (F eedbacki) from peer CSPs

9. Requester CSP update trust
a. Calculate the CSP trust of peer CSPs using equation 5
b. Calculate the Institutional trust of peer CSPs using equation 6
c. Calculate the Global trust of peer CSPs using equation 1

10. Is Global Trust of peer CSPs >= Trust

a. Ifyes gotostep 10

b. If No go to step 2
11. Create the link between requester CSP and peer CSPs (establish (join) CF)
12. Calculate the profit of CF and go to step 1

threshold

4 Simulation Model Scenario

The proposed model evaluation is performed by an agent-based modeling approach,
utilizing the Netlogo simulation tool. In addition, it is assumed that the average feedback
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is measured by an external system (feedback collector system). Therefore, only the
outcome is used. Given this assumption, the following three scenarios are designed to
evaluate the proposed model behavior:

Scenario 1 - High CSP trust with high institutional trust. This scenario aims to
represent the CSP that delivers good service and gained high level of feedback with the
availability of data protection policy, the quality of cyber security and a high index of
cybersecurity. This kind of scenario represents a CSP that gave very good service to
other peer providers and, therefore, gained a high level of feedback along with strong
institutional trust.

Scenario 2 - High feedback rate with Low Institutional quality index: This scenario
represents the CSP (data center) located in a low institutional quality country but still
performs well and earned a high CSP trust level from its peer providers.

Scenario 3 - Low feedback rate with High Institutional quality index: In this scenario, a
CSP, specifically a small-scale provider, could not obtain very good feedback from peers
yet but operate in a high institutional trust environment. This CSP could not gain a high
level of CSP trust, because it is new to the business, and it is challenging for them to
compete with the current giant providers, preventing it from participating in a cloud
federation.

Table 2. Simulation Setup and Configuration

Variable Scenario-1 Scenario-2 Scenario-3
100
100 100
Numfeedback(;iveri
3...5
Feedback, [3...5] [3...5] [1...3]
max(feedback ) . 5 5
value
min(feedback ) ! 1 1
value
1 0 1
PA
05,1 0,0.5 05,1
QA [0.5, 1] [0, 0.5] [0.5, 1]
05,1 0,0.5 05,1
co [0.5, 1] [0,0.5] [0.5, 1]
o, o, o [0, 11 [0, 1] [0, 1]
1 2 3
0.5 05 0.5
TruStthreshold
initial 100 100 100
Proflti

5 Result and Discussion

In a study from the International trade and strategic alliance domain area, it is justified
that institution quality may produce trust or trust may substitute institutional quality. But
in the cloud federation formation context, Institutional quality has not been considered in



order to select cloud service providers for the establishment of cloud federation.
Therefore this paper aimed to fill this gap by considering institutional trust and CSP trust
together by proposing a model.

For each scenario, the value given in table 1 is used in the proposed model. The proposed
global trust model is compared with CSP trust without institutional trust. The simulation
model is analyzed given three scenarios targeted by varying the level of feedback rate
and institutional quality. The result shows that whenever the feedback rate and
institutional quality are at a high level, the impact of CSP trust with or without
institutional trust is similar. This shows that once the level of feedback rate is
accumulated and achieved a high level, the effect of institutional quality is low. Therefore
the CSPs which are located in the country with a high institutional quality index can be
evaluated based on only their feedback rate level and establish cloud federation. However
in this context, when the feedback-based trust is high while institutional quality is low or
when the institutional quality of each CSP has a high index but their level of trust is low,
the impact of institutional quality along with Trust is higher than only Trust. As shown in
the result, the total profit of the established CF utilizing global trust is higher than that
utilizing CSP trust. This shows that, in such a scenario, the uncertainty of institutional
trust impacts the CF profitability. Therefore, the result tells that for the CSP located in a
low institutional trusted country or for the CSP with a low trust level, the proposed model
shows a positive impact on the CF.
Table 2. Simulation result
High institutional trust Low institutional trust

ngh CF Profit CF Profit

275 [ Trust (with IT) 550 [ Trust (with 17)
Feedback M Trust (without 1), N W Trust (without IT)

D™ N e Sy

Money
Monay

I S NP A

| I

0 Time 203 [ Time. 203

Low

3 CF Profit CF Profit
Feedback

262 [ Trust (with IT) 50 [ Trust (with IT)
W Trust (without IT) W Trust (without IT),

Money
Monay

[ 0
0 Time. 203 0 Time: 203

CFF Stability favors profitability as one measurement parameter but it doesn’t clearly
show that profitability leads to CF stability. Business joint ventures measured their
success by their profitability and to measure stability, partners' confidence level is a
significant parameter to evaluate the business stability along with their profitability.
Hence, in this paper, only profitability is addressed and further stability analysis is
required as a further study. Therefore in the next plan, the confidence analysis will be
evaluated with profitability and the CF stability will be analyzed.

6 Conclusion and Future Work

The study aimed to propose a trust evaluation model that investigates the CSP trust and
institutional trust separately to calculate the global trust. The country's data protection
status is an early prediction mechanism for future partners' trust in CF. Intended to this,
the paper proposed and evaluate the CSP trust with and without the institutional trust



presence. The result shows that during low institutional trust with high CSP trust or low
CSP trust with high institutional trust, the proposed model shows high profitability of the
established CF network. Stability analysis needs further elaboration on the partner's
conscience level. Therefore in future work, the authors will measure partners' confidence
levels about the established CF network and stability will be analyzed.
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